TOPIC 9

Risk and Opportunity Management

9.1 Learning Objectives

By the end of this Chapter you should have understood

a) Risk and opportunity management

b) Designing a risk management framework that facilitates the reduction of pure risk
and the taking of speculative risks where there are clear business benefits.

c) Anti-money laundering (AML) and countering the financing of terrorism (CFT)
legislation/practices.

d) Complexity, change and emerging risks: the key characteristics of emerging risk,
e.g. high levels of uncertainty and unpredictability assessing and controlling
emerging risks

e) Current sources of emerging risk, including: strategies for managing emerging risk,
including: Behavioural risk management:

9.2 Risk and Opportunity Management;

Risk and opportunity management is a systematic approach to identifying, analyzing,
and controlling potential negative events (risks) and leveraging positive events
(opportunities) to achieve objectives and maximize success.

9.2.1 Purpose:

Risk Management: To minimize the likelihood and impact of negative events,
ensuring the organization can achieve its objectives despite potential challenges.
Opportunity Management: To identify and capitalize on positive events that can lead
to improved outcomes, cost savings, or enhanced performance.

9.2.2 How Do You Identify Risks and Opportunities?

Identifying risks and opportunities involves analyzing potential threats and areas for
growth in a business, project, or strategy. You can achieve this through structured
assessment methods, data analysis, and expert insights. Recognizing risks helps prevent
losses, while spotting opportunities allows for strategic growth.

Here are the steps to identify risks and opportunities:

a) Conduct a SWOT Analysis: Identify strengths, weaknesses, opportunities, and
threats to understand risks and potential benefits.

b) Analyze Market Trends: Monitor industry changes, customer behavior, and
economic conditions for emerging risks and opportunities.

c) Review Past Data: Examine previous project failures, successes, and financial
reports to detect patterns.

d) Engage Stakeholders: Gather input from employees, customers, and industry experts
for a well-rounded perspective.
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e) Perform Risk Assessments: Use risk matrices and probability-impact analysis to
categorize risks.

f) Study Competitors: Evaluate competitors' strategies to find gaps or areas of
improvement.

g) Monitor Regulations: Stay updated on legal and compliance requirements to avoid
unexpected setbacks.

h) Use Predictive Analytics: Leverage data tools to forecast trends, demand shifts, or
potential threats.

9.3 Assessing Risks and Opportunities-

9.3.1 The Risk and Opportunity Matrix

This is a visual tool in risk management that helps teams identify, assess, and prioritize
potential risks and opportunities based on their likelihood and impact. Project managers
use the matrix to evaluate opportunities by determining how likely they are to occur and
the extent of their positive impact on project costs, timelines, or quality.

Opportunities with high likelihood and significant benefits are prioritized for action,
while lower-priority opportunities are monitored.

The risk matrix provides a structured approach to decision-making, allowing for
efficient allocation of resources and proactive management. It also fosters clearer
communication among teams by offering a shared view of project priorities. Ultimately,
the matrix helps reduce risks and maximize opportunities, leading to better project

outcomes.
The Risk and Opportunity Matrix
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9.3.2 A robust Risk Management framework should facilitate the reduction of pure
risks (those with only negative outcomes) while enabling the strategic taking of
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speculative risks (those with potential for both positive and negative outcomes)
where there are clear business benefits.
Here's a breakdown of key elements and considerations:
a) Understanding Risk Types:
v Pure Risks: These are situations where there's only a possibility of loss or no
change, like a fire, theft, or accident.
v" Speculative Risks: These involve the potential for gain, loss, or no change, like
investing in a new product or launching a marketing campaign.
b) Framework Components:
v' Identification: A systematic process to identify all potential risks, both pure and
speculative, across the organization.
v Assessment: Evaluate the likelihood and potential impact of each identified risk,
using a consistent methodology.
v Response/Mitigation: Develop and implement strategies to address the identified
risks, including:
Pure Risk Mitigation:
o Risk Avoidance: Eliminating the activity or situation that poses the risk.
o Risk Transfer: Shifting the risk to another party, like through insurance.
o Risk Reduction: Implementing measures to minimize the potential
impact of the risk.
Speculative Risk Management:
= Risk Acceptance: Deciding to accept the potential for loss in pursuit of
potential gain.
= Risk Sharing: Collaborating with others to share the potential risks and
rewards.
= Diversification: Spreading investments or activities to reduce the impact of
any single risk.
Monitoring and Review: Continuously monitor the effectiveness of the risk
management framework and make adjustments as needed.

9.4 Money laundering

Is an illegal activity that makes large amounts of money generated by criminal
activity, such as drug trafficking or terrorist funding, appear to have come from a
legitimate source. The money from the criminal activity is considered dirty, and the
process “launders” it to look clean.

Money laundering is the process of illegally concealing the origin of money obtained
from illicit activities such as drug trafficking, underground sex work, terrorism,
corruption, embezzlement, and treason, and converting the funds into a seemingly
legitimate source, usually through a front organization.

9.4.1 Stages of Money Laundering
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There are typically three money laundering stages.

a) Placement; Criminals begin the money laundering process with placement,
where they must find ways to insert their illicit funds into the legitimate financial system
without attracting attention. They might use various clever tactics to dodge reporting
mechanisms and law enforcers.

b) Layering; Next is the layering stage, where launderers conceal the money’s
origin by running it through an elaborate maze of investments, holding companies,
global bank accounts, and/or other intermediaries to throw regulators and investigators
off the scent. In layering, the criminal wants to make it difficult to trace the illegal funds
by running them through several financial transactions of various natures, such as wire
transfers and invoice payments. The goal is to make it virtually impossible for auditors,
regulators, and law enforcement agencies to follow the paper trail back to the original
criminal activity.

c) Integration; the laundered funds are retrieved from seemingly legitimate
sources and used for other legitimate transactions, such as donations, loan repayments,
luxury purchases, or funding legitimate businesses. This is where the criminal gets their
“washed” funds back in their accounts or physical possession, this time from a
seemingly legit source (after all the layering). The laundered money is now squeaky
clean, and they can use it on all sorts of purchases and expenses.

9.4.2 Detecting Money Laundering

Financial regulators have anti-money laundering (AML) policies in place. Banks and
other financial institutions are required to comply with these procedures to ensure a safe
system, where criminal activities are detected and reported to authorities.

For instance, banks must report large deposits over UGX.10,000,000 and any suspicious
activity that takes place within an individual or corporation's account, whether that's
multiple deposits, frequent wire transfers, and currency exchanges, among others. Some
of these laws are proving to be slower to catch up to these digital crimes. "Cash Payment
Report Helps Government Combat Money Laundering."

Some of the steps financial institutions, their employees, and others can take to detect
digital laundering include:

a) Assembling details of possible and known networks of individuals involved.

b) Monitoring high-volume and suspicious transactions

C) Ensuring that the know your client (KYC) protocols are adhered to on a regular
basis

d) Veritying funds, including their sources and beneficiaries
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e) Putting tight identification procedures in place before allowing (certain)
transactions to go through online

f) Some countries have gone even further by banning certain practices, such as the
use of cryptocurrencies. Although investors and advisors firmly insist that using digital
currencies is very complex, some financial regulators say that they can dismantle the
global financial system. But changes have been made to increase the level of
transparency related to cryptocurrencies, many of which provide(d) anonymity to users
because of the way they are treated and traded.

9.4.3 Countering the Financing of Terrorism (CFT)

Countering the Financing of Terrorism (CFT) aims to disrupt terrorist organizations by
preventing them from accessing funds, which is crucial for their operations, and is
closely tied to anti-money laundering (AML) efforts.

CFT is closely linked to anti-money laundering (AML) efforts, as terrorist financing
often involves money laundering techniques to conceal the source of funds. By
disrupting the flow of funds, CFT efforts can weaken terrorist organizations and prevent
them from carrying out attacks.
Key Areas of CFT:
a) Understanding Terrorist Financing: CFT efforts involve understanding how
terrorist organizations raise, move, and store funds.
b) Legal and Regulatory Frameworks: CFT relies on legal and regulatory
frameworks to identify and address terrorist financing activities, including the
FATF recommendations.
c) International Cooperation: CFT requires international cooperation and
coordination among governments and financial institutions to effectively combat
terrorist financing.

9.4.4 The Financial Intelligence Authority (FIA)

The Financial Intelligence Authority (FIA) is Uganda's National centre for the receipt
of financial data, analysis and dissemination of financial intelligence to competent
authorities. The Financial Intelligence Authority was established by the Anti-Money
Laundering Act, Cap 118 (AMLA) and has the mandate to combat money Laundering,
countering Terrorism financing and countering Proliferation.

The objectives of the Authority are to—

a) enhance the identification of the proceeds of crime and the combating of money
laundering;

b) ensure compliance with this Act;

c) enhance public awareness and understanding of matters related to money
laundering;
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d) make information collected by it available to competent authorities and to
facilitate the administration and enforcement fo the laws of Uganda; and

e) exchange, spontaneously or upon request, any information with similar
bodies of other countries that may be relevant for the processing or analysing
of information relating to money laundering or terrorism financing.

9.5 Complexity, Change and Emerging Risks
In an increasingly complex and rapidly changing world, emerging risks, which are
new or evolving uncertainties, pose significant challenges to organizations and
require proactive identification and management strategies.

9.5.1 What are Emerging Risks?

Emerging risks are uncertainties that are either new or changing, and may not yet be
fully recognized, but have the potential to disrupt operations, strategy, or overall well-
being. They can have significant financial, operational, and reputational consequences
if not managed effectively.

9.5.2 Examples of Emerging Risks:

a) Technological Advancements: Al-driven fraud, cyber threats, and the rise of new
technologies.

b) Regulatory Changes: Shifts in regulations driven by unstable political systems.

c) Geopolitical Uncertainties: Global instability and conflicts.

d) Environmental Shifts: Climate change and extreme weather events.

e) Socio-cultural Transformations: Changing consumer behaviours and societal norms.

9.5.3 Key Characteristics of an Emerging Risk

Emerging risks often exhibit complex interdependencies and systemic effects, making

them difficult to predict and manage. Here's a breakdown of the key characteristics of

emerging risks:

a) Novelty and Unpredictability: Emerging risks are often new or evolving threats
that are not well-defined or supported by historical precedents.

b) High Uncertainty: Due to their novelty, emerging risks are characterized by a
high degree of uncertainty regarding their occurrence, impacts, and
consequences.

c) Potential for Significant Impact: Emerging risks can have far-reaching impacts
on an organization's operations, strategy, or compliance.

d) Difficult to Quantify: The impact of emerging risks can be difficult to quantify,
as they may involve complex and rapidly changing situations.

e) External and Uncontrollable: Emerging risks are often external to the
organization and outside of its direct control, requiring adaptation and response
rather than control.

f) Evolving Nature: Emerging risks can be conditions, situations, or trends that may
be observed in the wider community or internally, and can be complex and
rapidly changing.
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9.5.4 How to Identify and Manage Emerging Risks?

a)

b)
c)

d)

Proactive Monitoring: Continuously scan the horizon for emerging trends and
potential risks.

Scenario Planning: Develop contingency plans for various potential scenarios.
Collaboration and Knowledge Sharing: Engage with industry peers and experts to
share insights and best practices.

Adaptability and Flexibility: Be prepared to adapt to changing circumstances and
adjust strategies as needed.

Focus on Resilience: Build organizational resilience to withstand the impact of
emerging risks.

Early Warning Systems: Implement systems to detect early warning signs of
emerging risks.

9.5.5 Key Sources of Emerging Risk;

Emerging risks, new or changing threats with unpredictable consequences, arise from
various sources including technology, environment, economy, society, and geopolitics,
impacting operations, rules, and regulations. Here's a breakdown of key sources of
emerging risks:

a) Technological Advancements and Disruptions:

v' Cybersecurity threats: The increasing sophistication of cyberattacks and the
expanding attack surface due to digital transformation initiatives.

v Al and IoT flaws: The potential for misuse or unintended consequences of
artificial intelligence and the Internet of Things.

v" Cloud computing risks: Data breaches, security vulnerabilities, and
dependence on cloud infrastructure.

v" Emerging technologies: The risks associated with the development and
deployment of new technologies, such as 5G, blockchain, and quantum
computing.

b) Environmental and Climate Change:

v Climate change: Physical risks like extreme weather events and transition
risks related to regulatory changes.

v" Biodiversity loss: The impact of environmental degradation on ecosystems
and human well-being.

v Resource scarcity: The potential for conflicts and instability due to
competition for limited resources.

c) Economic and Financial Instability:

v Economic downturns: The risk of recessions, job losses, and financial crises.

v" Inflation and deflation: The impact of rising or falling prices on consumers
and businesses.

v Geopolitical tensions: The potential for conflicts and instability to disrupt
global trade and investment.
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v" Financial market volatility: The risk of sudden and unpredictable changes in
asset prices.

d) Social and Political Factors:

v" Social inequality: The potential for unrest and instability due to widening
gaps between rich and poor.

v" Public health crises: The risk of pandemics and outbreaks of infectious
diseases.

v" Political instability: The risk of conflicts, revolutions, and changes in
government.

v Regulatory changes: The impact of new laws and regulations on businesses
and individuals.

v" Data privacy issues: The risk of misuse or theft of personal data.

v" Supply chain disruptions: The potential for disruptions to the flow of goods
and services.

9.5.6 Strategies for Managing Emerging Risks

To manage emerging risks effectively, organizations should implement a proactive
approach that includes identifying potential threats, assessing their impact, developing
mitigation strategies, and continuously monitoring and adapting to changing
circumstances. Here's a more detailed breakdown of strategies for managing emerging
risks:

a)
v

v

Proactive Identification and Assessment:

Horizon Scanning: Continuously monitor and analyze trends that could signal
emerging risks, enabling proactive preparation.

PESTLE Analysis: Conduct a PESTLE (Political, Economic, Social, Technological,
Legal, Environmental) analysis to identify potential external factors that could
impact the organization.

SWOT Analysis: Perform a SWOT (Strengths, Weaknesses, Opportunities, Threats)
analysis to identify internal and external factors that could create opportunities or
threats.

Risk Workshops: Conduct workshops specifically focused on identifying emerging
risks, involving diverse stakeholders.

Data Analysis: Analyze historical data and emerging trends to identify potential
risks and predict future scenarios.

Scenario Analysis: Develop scenarios that explore potential impacts and likelihoods
of emerging risks.

Expert Judgment: Rely on expert judgment and insights to estimate potential
impacts and likelihoods of emerging risks.

b) Developing Mitigation Strategies:

e Risk Avoidance: Eliminate or avoid activities or projects that pose significant
risks.
e Risk Reduction: Implement measures to reduce the likelihood or impact of risks.

pg. 8 Risk and Opportunity Management




9.5.7

Risk Transfer: Transfer risks to a third party, such as through insurance or
contracts.

Risk Acceptance: Accept the risk and allocate resources to address potential
consequences.

Business Continuity Planning: Develop plans to ensure business operations can
continue during and after disruptions.

Diversification: Diversify operations, products, or markets to reduce reliance on
a single source or area.

Collaboration: Collaborate with other organizations or stakeholders to share
information and resources.

Building Buffers: Create buffers in resources, capacity, or time to absorb
potential shocks.

Contingency Planning: Develop contingency plans to address potential
disruptions or crises.

Behaviour Risk;

Behavioural risk management is a systematic approach that identifies, assesses,
and mitigates risks stemming from human behaviour in an organization,
recognizing that actions and decisions can lead to various risks like operational,
financial, and reputational issues. Behavioural risk management focuses on
understanding how human behaviour, both individual and organizational, can
contribute to risks and how to manage those risks effectively.

It acknowledges that human actions and decisions, often influenced by biases or
cultural factors, can lead to unintended consequences and potentially significant
risks.

Key aspects:
a) Identifying risks: Recognizing potential behavioural issues that could lead
to negative outcomes.
b) Assessing risks: Evaluating the likelihood and impact of identified
behavioural risks.
c) Mitigating risks: Implementing strategies to prevent or reduce the
likelihood and impact of behavioural risks.
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