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Task

In your groups, prepare a summary presentation on one of the following as allocated;

1. Ass

ignment Overview

You are a senior cybersecurity analyst at a national-level Cyber Security Agency. Your
team has been tasked with producing a comprehensive strategic report on a specific,
significant cyber threat to inform national policy and corporate defense strategies. This is
not a purely technical report. It requires you to synthesize technical understanding with
strategic, legal, and ethical analysis. Use major case studies where applicable.

Each group will make a presentation on one of the following cyber threat categories:
Ransomware-as-a-Service (RaaS) Ecosystem: Its business model, key players,
and impact on critical infrastructure (e.g., healthcare, banking, energy).

Supply Chain Attacks: An investigation into how vulnerabilities in less a secure
third-party vendor, supplier, software or hardware are exploited.
Deepfakes and Al-Powered Social Engineering: An analysis of the emerging
threat landscape where Al is used to conduct sophisticated fraud, disinformation,
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and bypass security controls.

Group Composition and allocation

SN. | Members Cyber threat category
1 Swaib Mukiibi and Sheila Asiimwe Ransomware-as-a-Service (RaaS)
Ecosystem
2 Emmanuel Luyombya and Timothy | Supply Chain Attacks
Kitara
3 Anthony Musinguzi, Raymond Musiime | Deepfakes and Al-Powered Social
and Samuel Kenneth Sekajja Engineering



Your final deliverable will consist of two parts:

1. A strategic threat assessment report (submitted as MS Word document or PDF,
approx. 2,000-3,000 words including the cover page that displays your full name,
registration number and student number)

2. A mitigation and policy briefing presentation (submitted as MS PowerPoint,
approx. 10-12 slides including the title slide that shows your full name, registration
number and student number)

3. Submission will be done on Wednesday September 23, 2026 by 5.00 pm. Upload
your work on MUBSEP under Assignment 2 and also send to smlay@mubs.ac.ug

2. Detailed Deliverable Requirements

Part 1: Strategic Threat Assessment Report (20 Marks)
This report should be a formal, well-researched document. It must include the following
sections:

No. | Area Max Score
Executive summary

Threat actor profile

Vulnerability and attack vector analysis
Impact Analysis

Legal and Ethical Considerations
Conclusion

Total 20
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Part 2: Mitigation and Policy Briefing Presentation (10 Marks)
Prepare a presentation for a non-technical audience of senior policymakers and C-suite
executives. It must be persuasive and actionable and include the following slides.

No. | Area Max Score
1. The Problem 2
2. The Strategic Response 4
3. Recommendations and Call to Action 4
4. Conclusion
5. References
Total 10

Statement of Academic Integrity:
All sources must be properly cited using APA style. Any use of Al-generated content must

be properly disclosed. The analysis and synthesis are expected to be the student's own
work.

~ End of Examination ~
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