BBC THREE INFORMATION SYSTEM AUDIT
Topic 7: Information Systems Controls and Control Objectives

4.1 Introduction Definition
Controls are defined as “The policies, procedures, practices and organizational structures designed to provide reasonable assurance that business objectives will be achieved and that undesired events will be prevented or detected and corrected”.

The basic purpose of information system controls in an organization is to ensure that the business objectives are achieved and undesired risk events are prevented or detected and corrected. This is achieved by designing and effective information control framework, which comprise policies, procedures, practices, and organization structure that gives reasonable assurances that the business objectives will be achieved.

4.2. Objective of Controls:
Information systems control objectives include the following:7) Maintaining system controllability
8) Assuring system maintainability
9) Assuring system usability
10) Assuring system effectiveness
11) Maintaining system economy and efficiency
12) Maintaining system quality
1) Safeguarding information systems assets
2) Compliance	with	corporate	policies,	and regulatory and legal requirements
3) Assuring system reliability
4) Maintaining data integrity
5) Assuring system security
6) Assuring system availability


4.3. Need for Control and Audit of Information Systems
Technology has impacted what can be done in business in terms information and as a business enabler. It has increased the ability to capture, store, analyze and process tremendous amounts of data and information by empowering the business decision maker. Factors influencing an organization towards control and audit of computers and the impact of the information systems audit function on organizations are depicted in the Fig. 4.1 , they include;

1) Organisational Costs of Data Loss: Data is a critical resource of an organisation for its present and future process and its ability to adapt and survive in a changing environment.
2) Incorrect Decision Making: Management and operational controls taken by managers involve detection, investigations and correction of out-of-control processes. These high level decisions require accurate data to make quality decision rules.
3) Costs of Computer Abuse: Un-authorised access to computer systems, computer viruses, unauthorised physical access to computer facilities and unauthorised copies of sensitive data can lead to destruction of assets (hardware, software, documentation etc.)
4) Value of Computer Hardware, Software and Personnel: These are critical resources of an organisation which has a credible impact on its infrastructure and business competitiveness.
5) High Costs of Computer Error: In a computerised enterprise environment where many critical business processes are performed a data error during entry or process would cause great damage.
6) Maintenance of Privacy: Today data collected in a business process contains details about an individual on medical, educational, employment, residence etc. These data were also collected before computers but now there is a fear that privacy has eroded beyond acceptable levels.
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7) Controlled evolution of computer Use: Technology use and reliability of complex computer systems cannot be guaranteed and the consequences of using unreliable systems can be destructive.
8) Information Systems Auditing: is the process of attesting objectives (those of the external auditor) that focus on asset safeguarding and data integrity, and management objectives (those of the internal auditor) that include not only attest objectives but also effectiveness and efficiency objectives.
9) Asset Safeguarding Objectives: The information system assets (hardware, software, data files etc.) must be protected by a system of internal controls from unauthorised access.
10) Data Integrity Objectives: is a fundamental attribute of IS Auditing. The importance to maintain integrity of data of an organisation depends on the value of information, the extent of access to the information and the value of data to the business from the perspective of the decision maker, competition and the market environment.
11) System Effectiveness Objectives: Effectiveness of a system is evaluated by auditing the characteristics and objective of the system to meet substantial user requirements.
12) System Efficiency Objectives: To optimize the use of various information system resources (machine time, peripherals, system software and labour) along with the impact on its computing environment.

Fig 4.1 Impact of control and audit influencing an organization

4.4. Classification of Controls
Controls are central to the idea of an information systems audit. They define a point of action in a work process wherein a decision to select the subsequent action arises. Information Systems controls are classified as:
1) General controls
2) Business Process /Application controls
3) Objective-based control
4) User controls (controls performed by people interacting with information systems).

4.5. General Controls
General controls are the policies and procedures that apply to all or a large segment of an organization’s
information systems and help ensure their proper operation. Primary objectives for general controls are to
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safeguard data, protect business process application programs, and ensure continued computer operations in case of unexpected interruptions. General controls are applied at the organization-wide, system, and business process application levels. The effectiveness of general controls at the organization-wide and system levels is a significant factor in determining the effectiveness of business process controls at the application level. Without effective general controls at the organization-wide and system levels, business process controls generally can be rendered ineffective by circumvention or modification.

4.5.1. Organizational Controls
Enterprise controls are concerned with the decision-making processes that lead to management authorization of transactions. Companies with large data processing facilities separate data processing from business units to provide control over its costly hardware, software, and human resources. Combining data processing into the business units would be too much responsibility for one manager. Organizational control techniques include documentation of :
1) Reporting responsibility and authority of each function,
2) Definition of responsibilities and objectives of each functions,
3) Policies and procedures,
4) Job descriptions, and
5) Segregation of duties.

4.5.2. Management Controls
The controls adopted by the management of an enterprise are to ensure that the information systems function correctly and that they meet the strategic business objectives. The management has the responsibility to determine whether the controls that the enterprise system has put in place are sufficient to ensure that the IT activities are adequately controlled. The scope of control here includes framing high level IT policies, procedures and standards on a holistic view and in establishing a sound internal controls framework within the organisation. The high level policies establish a framework on which the controls for lower hierarchy of the enterprise. The controls flow from the top of an organisation down (i.e) the responsibility still lies with the senior management.

The controls to consider when reviewing the organisation and management controls in an IS system shall include:
1) Responsibility: The strategy to have a senior management personnel responsible for the IS within the overall organisational structure.
2) An official IT structure: There should be a prescribed organisation structure with all staff deliberated on their roles and responsibilities by written down and agreed job descriptions.
3) An IT steering committee: The steering committee shall comprise of user representatives from all areas of the business, and IT personnel. The committee would be responsible for the overall direction of IT.

4.5.3. Financial Control Techniques
These controls are generally defined as the procedures exercised by the system user personnel over source, or transactions origination, documents before system input. These areas exercise control over transactions processing using reports generated by the computer applications to reflect un-posted items, non-monetary changes, item counts and amounts of transactions for settlement of transactions processed and reconciliation of the applications (subsystem) to general ledger. The financial control techniques are numerous, eg.
1) Authorization: This entails obtaining the authority to perform some act typically access to such assets as accounting or application entries.



Topic 7: IS Security Controls & Control Objectives – By Ssendi Samuel
2) Budgets: These estimates of the amount of time or money expected to be spent during a particular period of time, project, or event. The budget alone is not an effective control budgets must be compared with the actual performance, including isolating differences and researching them for a cause and possible resolution.
3) Cancellation of documents: This marks a document in such a way to prevent its reuse. This is a typical control over invoices marking them with a “paid” or “processed” stamp or punching a hole in the document.
4) Documentation: This includes written or typed explanations of actions taken on specific transactions; it also refers to written or typed instructions, which explain the performance of tasks.
5) Dual control: This entails having two people simultaneously access an asset. Dual access divides the access function between two people: once access is achieved, only one person handles the asset. With teller-machines, for example, two tellers would open the depository vault door together, but only one would retrieve the deposit envelopes.
6) Input/ output verification: This entails comparing the information provided by a computer system to the input documents. This is an expensive control that tends to be over recommended by auditors. It is usually aimed at such non-monetary by dollar totals and item counts.
7) Safekeeping: This entails physically securing assets, such as computer disks, under lock and key, in a desk drawer, file cabinet storeroom, or vault.
8) Segregation of duties: Segregation basically means that the stages in the processing of a transaction are split between different people, such that one person cannot process a transaction through from start to finish. The various stages in the transaction cycle are spread between two or more individuals.
9) 	Sequentially numbered documents: These are working documents with preprinted sequential numbers, which enables the detection of missing documents.
10) Supervisory review : This refer to review of specific work by a supervisor :

4.5.4. Systems Development and Documentation Controls
Systems development and documentation controls, which include:
1) Process of review, testing, and approval of new systems as well as modified systems
2) Control over program and parameter changes
3) Documentation procedures
4) Hardware and System software controls, which include:
5) Automatic error detection features
6) Periodic preventive maintenance
7) Formal procedures to recover from hardware errors
8) Adequate authorization and control over implementation of, and changes to, operating systems software
9) Configuration Management: Configuration management prevents unauthorized changes to information system resources (for example, software programs and hardware configurations) and provides reasonable assurance that systems are configured and operating securely and as intended. Four primary concepts includes; Configuration identification, Configuration Control, Configuration status accounting, & configuration auditing

4.5.5. Business continuity controls
These controls relate to having an operational and tested IT continuity plan, which is in line with the overall business continuity plan, and its related business requirements so as to make sure IT services are available as required and to ensure a minimum business impact in the event of a major disruption. The controls include criticality classification, alternative procedures, back-up and recovery, systematic and regular testing and training, monitoring and escalation processes, internal and external organizational
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responsibilities, business continuity activation, fallback and resumption plans, risk management activities, assessment of single points of failure and problem management.
4.6. Application Controls – (Business Process Application Controls)
The overall objectives of business process application level controls are to provide reasonable assurance about the completeness, accuracy, validity and confidentiality of transactions and data during application processing.

Completeness (C) controls should provide reasonable assurance that all transactions that occurred are input into the system, accepted for processing, processed once and only once by the system, and properly included in output. Completeness controls include the following key elements:
1) transactions are completely input,
2) valid transactions are accepted by the system,
3) duplicate postings are rejected by the system,
4) rejected transactions are identified, corrected and re-processed; and
5) all transactions accepted by the system are processed completely.

The most common completeness controls in applications are batch totals, sequence checking, matching, duplicate checking, reconciliations, control totals and exception reporting.
a) Accuracy (A) controls should provide reasonable assurance that transactions are properly recorded, with the correct amount/data, and on a timely basis (in the proper period); key data elements input for transactions are accurate; and data elements are processed accurately by applications that produce reliable results; and output is accurate.

Accuracy control techniques include programmed edit checks (e.g., validations, reasonableness checks, dependency checks, existence checks, format checks, mathematical accuracy, range checks, etc.), batch totals and check digit verification.
b) Validity (V) controls should provide reasonable assurance (1) that all recorded transactions actually occurred (are real), relate to the organization, and were properly approved in accordance with management’s authorization; and (2) that output contains only valid data. Validity includes the concept of authenticity. Examples of validity controls are one for-one checking and matching.
c) Confidentiality (CF) controls should provide reasonable assurance that application data and reports and other output are protected against unauthorized access. Examples of confidentiality controls include restricted physical and logical access to sensitive business process applications, data files, transactions, and output, and adequate segregation of duties. Confidentiality also includes restricted access to data reporting/extraction tools as well as copies or extractions of data files.
d) Availability controls should provide reasonable assurance that application data and reports and other relevant business information are readily available to users when needed. These controls are principally addressed in application security controls (especially contingency planning) and therefore, are not included as specific business process controls.

4.6.1. Application Controls Classification
Application level controls are divided into the following four control categories,
1. Application Level General controls; consist of general controls operating at the business process application level. Application level general controls are dependent on general controls operating at the entity-wide and system levels. The objective of application level general controls is to help entity management assure the confidentiality, integrity, and availability of information assets, and provide reasonable assurance that application resources and data are protected against unauthorized:
· Modification,
· Disclosure,
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· Loss, and
· Impairment
Application-specific technical knowledge is essential to assess the application level general controls.

2. Business Process controls; Business Process controls are the automated and/or manual controls applied to business transaction flows and relate to the completeness, accuracy, validity and confidentiality of transactions and data during application processing. They typically cover the structure, policies, and procedures that operate at a detailed business process (cycle or transaction) level and operate over individual transactions or activities across business processes.
Specific types of business process controls are:
· Transaction Data Input relates to controls over data that enter the application (e.g., data validation and edit checks).
· Transaction Data Processing relates to controls over data integrity within the application (e.g., review of transaction processing logs).
· Transaction Data Output relates to controls over data output and distribution (e.g., output reconciliation and review).
· Master Data Setup and Maintenance relates to controls over master data, the key information that is relatively constant and shared between multiple functions or applications (e.g., vendor file).
3. Interface controls; Interface controls consist of those controls that ensures
1) timely, accurate, and complete processing of information between applications and other feeder and receiving systems on an on-going basis, and
2) complete and accurate migration of clean data during conversion.

The objectives of interface controls are to:
a) Implement an effective interface strategy and design
b) Implement effective interface processing procedures, including
· interfaces are processed completely, accurately and only once in the proper period.
· interface errors are rejected, isolated and corrected in a timely manner.
· access to interface data and processes are properly restricted. Data is reliable and obtained only from authorized sources
4. Data Management System controls; Data management systems use specialized software which may operate on specialized hardware. Data management systems include database management systems, specialized data transport/communications software (often called middleware), cryptography used in conjunction with data integrity controls, data warehouse software and data reporting/data extraction software. Many of the data input and processing controls, such as edit checks, existence checks and thresholds. These types of controls implemented in data management systems are often referred to as business rules.

4.6.2. Auditing Application Controls
The auditor should assess the effectiveness of controls in each of the four control categories to the extent they are significant to the audit objectives. The auditor’s assessment of application controls has two main aspects:
a) testing the effectiveness of controls, and
b) evaluating the results of testing.

The auditor should perform the following procedures as part of testing and evaluating the effectiveness of application level controls:
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1) Understand information systems relevant to the audit objectives, building on identification of key areas of audit interest and critical control points.
2) Determine which IS control techniques are relevant to the audit objectives. For each relevant IS control technique, determine whether it is suitably designed to achieve the critical activity and has been implemented — placed in operation (if not done earlier);
3) Perform tests to determine whether such control techniques are operating effectively;
4) Identify potential weaknesses in IS controls (weaknesses in design or operating effectiveness); and
5) For each potential weakness, consider the impact of compensating controls or other factors that mitigate or reduce the risks related to the potential weakness.

4.7. Objective-Based Control Classification
The classification of controls based on the objective with which controls are designed or implemented. There are five categories:
1) Preventive Controls: Preventive controls are those inputs, which are designed to prevent an error, omission or malicious act occurring. An example of a preventive control is the use of passwords to gain access to a financial system. The broad characteristics of preventive controls are:
· A clear-cut understanding about the vulnerabilities of the asset
· Understanding probable threats
· Provision of necessary controls for probable threats from materializing
These controls aim to establish a reliable system and are based on standards, methods, practices, tools, and techniques. These controls address various issues, including maintenance, security, usage, and control features of the system.
2) Detective Controls: These controls are designed to detect variation outside control limits. These controls are designed to detect errors, omissions or malicious acts that occur and report the occurrence. They assess whether various controls (for example, directive or preventive) have achieved their objectives.
3) Corrective Controls: Corrective controls are designed to reduce the impact or correct an error once it has been detected. These controls continue from the detections made by detective controls by making available information, procedures, and instructions for correcting identified errors, omissions, and non-compliances. Corrective control tools and techniques can be manual and automated. These controls highlight the usability of the system along with the availability of audit trails to conduct subsequent audits.
The main characteristics of the corrective controls are:
· Minimize the impact of the threat
· Identify the cause of the problem
· Remedy problems discovered by detective controls
· Get feedback from preventive and detective controls
· Correct error arising from a problem
· Modify the processing systems to minimize future occurrences of the problem
4) Directive Controls: These controls comprise management actions, procedures, directives, or guidelines that facilitate the occurrence of a preferred event. Such controls influence the entire system or operation and address areas of usage, maintenance, audit, control, and security attributes of a system and software with the object of ensuring integrity, reliability, and availability of systems resources.
5. Recovery controls: These controls assume criticality in face of exposure to events that threaten a disruption in services. These controls describe and provide tools, techniques, and procedures of backup, restoration, recovery, and restart of an information resource. These controls define a formal structure to ensure availability of all required resources necessary to ensure an early recovery from disaster.
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4.8. User Controls
User controls can be used to ensure system effectiveness and System efficiency. They include;
1) Boundary Controls: The major controls of the boundary system are the access control mechanisms. Access controls are implemented with an access control mechanism and links the authentic users to the authorized resources they are permitted to access. The access control mechanism the three steps of identification, authentication and authorization with respect to the access control policy implemented
2) Input Controls: are responsible for ensuring the accuracy and completeness of data and instruction input into an application system. Input controls are important since substantial time is spent on input of data, involve human intervention and are therefore error and fraud prone.
3) Processing Controls: Data processing controls perform validation checks to identify errors during processing of data. They are required to ensure both the completeness and the accuracy of data being processed. Normally the processing controls are enforced through the database management system that stores the data.
4) Output Controls: ensure that the data delivered to users will be presented, formatted and delivered in a consistent and secured manner.
5) Database Controls: Protecting the integrity of a database when application software acts as an interface to interact between the user and the database

4.9. Audit Trail
Audit trails are logs that can be designed to record activity at the system, application, and user level. When properly implemented, audit trails provide an important detective control to help accomplish security policy objectives. Many operating systems allow management to select the level of auditing to be provided by the system. This determines which events will be recorded in the log. An effective audit policy will capture all significant events without cluttering the log with trivial activity. Audit trail controls attempt to ensure that a chronological record of all events that have occurred in a system is maintained. This record is needed to answer queries, fulfill statutory requirements, detect the consequences of error and allow system monitoring and tuning. The accounting audit trail shows the source and nature of data and processes that update the database. The operations audit trail maintains a record of attempted or actual resource consumption within a system.

4.9.1. Audit Trails Objectives
Audit trails can be used to support security objectives in three ways :
1) Detecting unauthorized access to the system,
2) Facilitating the reconstruction of events, and
3) Promoting personal accountability.

1) Detecting Unauthorized Access: Detecting unauthorized access can occur in real time or after the fact. The primary objective of real-time detection is to protect the system from outsiders who are attempting to breach system controls. A real-time audit trail can also be used to report on changes in system performance that may indicate infestation by a virus or worm. Depending upon how much activity is being logged and reviewed, real-time detection can impose a significant overhead on the operating system, which can degrade operational performance. After-the-fact detection logs can be stored electronically and reviewed periodically or as needed. When properly designed, they can be used to determine if unauthorized access was accomplished, or attempted and failed.
2) Reconstructing Events: Audit analysis can be used to reconstruct the steps that led to events such as system failures, security violations by individuals, or application processing errors. Knowledge of the
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conditions that existed at the time of a system failure can be used to assign responsibility and to avoid similar situations in the future. Audit trail analysis also plays an important role in accounting control. For example, by maintaining a record of all changes to account balances, the audit trail can be used to reconstruct accounting data files that were corrupted by a system failure.
3) Personal Accountability: Audit trails can be used to monitor user activity at the lowest level of detail. This capability is a preventive control that can be used to influence behavior .Individual are likely to violate an organization’s security policy if they know that their actions are recorded in an audit log.

4.9.2. Implementing an Audit Trail
The information contained in audit logs is useful to accountants in measuring the potential damage and financial loss associated with application errors, abuse of authority, or unauthorized access by outside intruders. Logs also provide valuable evidence or assessing both the adequacies of controls in place and the need for additional controls. Audit logs, however, can generate data in overwhelming detail. Important information can easily get lost among the superfluous detail of daily operation. Thus, poorly designed logs can actually be dysfunctional.

4.10. Effect of Computers on IS Controls / Internal Controls
The internal controls within an enterprise in a computerized environment the major areas of impact with the goal of asset safeguarding, data integrity, system efficiency and effectiveness are discussed below.
1) Personnel: Whether or not staffs are trustworthy, if they know what they are doing and, if they have the appropriate skills and training to carry out their jobs to a competent standard.
2) Segregation of duties: a key control in an information system. Segregation basically means that the stages in the processing of a transaction are split between different people, such that one person cannot process a transaction through from start to finish. The various stages in the transaction cycle are spread between two or more individuals.
3) Authorization procedures: to ensure that transactions are approved. In some on-line transaction systems written evidence of individual data entry authorization, e.g. a supervisor’s signature, may be replaced by computerized authorization controls such as automated controls written into the computer programs (e.g. programmed credit limit approvals)
4) Record keeping: the controls over the protection and storage of documents, transaction details, and audit trails etc.
5) Access to assets and records: In the past manual systems could be protected from unauthorized access through the use of locked doors and filing cabinets. The use of wide area networks, including the Internet, has increased the risk of unauthorized access. The nature and types of control available have changed to address these new risks.
6) Management supervision and review: Management’s supervision and review helps to deter and detect both errors and fraud.
7) Concentration of programs and data: Transaction and master file data (e.g. pay rates, approved suppliers lists etc.) may be stored in a computer readable form on one computer installation or on a number of distributed installations. Computer programs such as file editors are likely to be stored in the same location as the data. Therefore, in the absence of appropriate controls over these programs and utilities, there is an increased risk of unauthorized access to, and alteration of financial data.
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