TOPIC 4
INTERNAL CONTROL AND TESTS OF CONTROLS
4.1
System of internal control 
Definition 
ISA 315 Identifying and Assessing the Risks of Material Misstatement defines the system of internal control as the system designed, implemented and maintained by those charged with governance, management and other personnel, to provide reasonable assurance about the achievement of an entity’s objectives with regard to:

· Reliability of financial reporting
· Effectiveness and efficiency of operations, and,

· Compliance with applicable laws and regulations.

· An entity’s system of internal control is put in place by management and those charged with governance.

· An auditor is required to understand the system when assessing the risk of material misstatement.

Components of a system of internal control 

According to ISA 315, a system of internal control has the following five components.
· Control environment

· The entity’s risk assessment process
· The entity’s process to monitor the system of internal control
· Information system and communication
· Control activities
1) Control environment includes the governance and management functions and the attitudes, awareness and actions of those charged with governance and management concerning the entity's internal control and its importance in the entity. An auditor understands:
a) How management’s oversight responsibilities are carried out and its commitment to integrity & ethical values.
b) How management maintains and is committed to a culture of integrity and ethical behavior.
c) Independence of those charged with governance from management so as to exercise their oversight role.

d) The entity’s assignment of authority and responsibility (Organisation structure).
e) How the entity attracts, develops, and retains competent individuals with integrity and ethical behaviour.
f) How the entity holds individuals accountable for their responsibilities to achieve the objectives of the entity’s system of internal control.
The auditor evaluates whether:

i) Management and those charged with governance has created and maintained a culture of honesty and ethical behavior. 

ii) The control environment provides the foundation for the operation of other components of an entity’s system of internal control considering its nature and complexity.

iii) The deficiencies identified undermine the other components of an entity’s system of internal control.

· Domination by an individual may enable an entity to meet its objectives and also contribute significantly to an effective system of internal control. However, such concentration of knowledge and authority can also lead to an increased susceptibility to misstatement through management override of controls. 

2) Entity’s risk assessment process 
     The auditor understands the entity’s process for: 
a) Identifying business risks relevant to the preparation of the financial statements. 

b) Assessing the significance of those risks, including the likelihood of their occurrence. 

c) Addressing those risks. 

The auditor evaluates whether the entity’s risk assessment process is appropriate to the entity’s circumstances considering the nature and complexity of the entity. 
If the auditor identifies risks of material misstatement that management failed to identify, the auditor should  understand why the entity’s risk assessment process failed to identify such risks of material misstatement 

3) Entity’s process to monitor the system of internal control 

The auditor should understand:

a) The entity’s process for monitoring the effectiveness of monitoring controls.

b) How identified deficiencies have been timely addressed through appropriate remedial actions. 

c) Monitoring done by internal audit if it exists.

4) Information system and communication

     The auditor understands:

a) How transactions are initiated, recorded, processed, corrected, incorporated in the general ledger and reported in the financial statements.
b) Information about events and conditions, other than transactions, is captured, processed and disclosed in the financial statements. 

c) The accounting records and specific accounts in the financial statements and other supporting records.

d) The financial reporting process used to prepare the entity’s financial statements, including disclosures; and 

e) The entity’s resources, including the IT environment.
f) The auditor evaluates whether the entity’s information system and communication appropriately support the preparation of its financial statements in accordance with the applicable financial reporting framework.

g) How the entity communicates significant matters:  

· Between people within the entity. 

· Between management and those charged with governance.

· With external parties, such as those with regulatory authorities. 

5) Control activities 
     Control activities are policies or procedures that an entity establishes to achieve its objectives. 

· Policies are statements of what should or should not be done within the entity to effect control. 

· Procedures are actions to implement policies. 

Are designed to prevent or to detect and correct errors and include the following: 
· Segregation of duties is assigning different people the responsibilities of authorizing transactions, recording transactions and maintaining custody of assets. 
· Segregation of duties reduces the opportunities to allow any person to be in a position to both perpetrate and conceal errors or fraud in the normal course of the person’s duties. 
· A manager authorizing credit sales should not responsible for maintaining accounts receivable records or handling cash receipts. 
· If one person is able to perform all these activities the person could, for example, create a fictitious sale that could go undetected.
· Authorization of transactions by an appropriate person.
     For example, overtime should be approved by appropriate heads of departments.
· Physical controls to ensure only authorised personnel have access to certain assets (particularly valuable and portable ones) and records to reduce the risk of theft or loss e.g. keeping cash in safes or strong rooms.
· Reconciliations of specific balances in accounting records with those from another source, for example,  bank reconciliation.  
· Performance reviews e.g.
· Maintaining and reviewing control accounts to indicate unusual transactions.
· Comparison of actual expenditure against the budget.

· Computer controls e.g. password controls for access security to data.
Internal control in smaller entities
Many controls relevant to a large entity are neither practical nor appropriate for a smaller entity.
Key differences are:

· Smaller entities are likely to have less segregation of duties due to a limited number of staff.
· The close involvement of the owners or directors increases the risk of management override of the controls 
· To compensate for the above, there should be additional physical authorization and supervision procedures.

· The most important form of internal control is the close involvement of directors or owners.

· The auditor should consider the attitude, awareness and actions of management in assessing the control environment of smaller entities. 

· If the auditor is satisfied that the system of internal control is adequate, the controls can be tested and if found to be operating effectively, the level of substantive testing may be reduced.

· Due to the system of internal control, substantive procedures are mainly used to audit smaller entities.
· This includes use of:
· Confirmations

· Agreeing sample of figures in financial statements to source documents.

· Analytical procedures when appropriate.
	Limitations of systems of internal control

The entity’s system of internal control, no matter how effective, cannot provide an entity with absolute  assurance about achieving its financial reporting objectives and prevent fraud and error due to the following inherent limitations. 

· Human error can lead to making wrong decisions or misunderstanding instructions, mistakes of judgment. 

· Circumvention of controls by collusion of two or more employees. A personnel officer may collude with the chief finance officer to add ghost workers on the payroll.

· Management override of controls e.g. giving a bank loan to a customer without security. 

· Cost of control exceeding the benefits lead to such expensive controls not to be implemented.
· Unforeseen circumstances where no controls exist as controls may not be designed to handle non-routine transactions e.g. hacking the computer sales system. 

· As a result, tests of controls alone cannot be used to collect audit evidence and an auditor must perform substantive procedures.

4.2   Internal controls in the IT environment
Include general IT controls and information processing controls.

General IT controls are controls over the entity’s IT processes that support the continued proper operation of the IT environment, including the continued effective functioning of information processing controls and the integrity of information (i.e., the completeness, accuracy and validity of information) in the entity’s information system. They include controls over the following:

General IT controls

Examples

Development of computer applications 
· Standards over systems design, programming and documentation

· Full testing procedures using test data

· Approval by computer users and management

· Segregation of system design and operation 

· Installation procedures to ensure data is not lost or corrupted in transition

· Training of staff in new procedures and availability of adequate documentation. 

Prevention or detection of unauthorised program changes

· Segregation of duties

· Approval of changes by computer users and management

· Full record of program changes

· Password protection of programs so that access is limited to computer staff
· Restricted access to central computer by locked doors, keypads

· Maintenance of program logs

· Use of anti-virus software and policy prohibiting use of non-authorised programs or files
· Back-up copies of programs being taken and stored in other locations

· Control copies of programs preserved and regularly compared with actual programs
· Stricter controls over certain programs (utility programs) by use of read only memory

Access security to programs and data

· Internet firewalls and remote-access controls

· Data encryption and use of keys

· Restricted access to authorised users only 
· Password controls like not relating to items easy to guess, keeping them secretly, changing them regularly and being encrypted

Continuity of  operations

· Keeping copies of program and data files off-site

· Protection of hard ware against fire and other hazards

· Power back-up sources

· Disaster recovery procedures e.g. back-up computers

· Maintenance service agreements and insurance

Information processing controls are controls relating to the processing of information in IT applications or manual information processes in the entity’s information system that directly address risks to the integrity of information (i.e., the completeness, accuracy and validity of transactions and other information). They include:

Application controls

Examples

Controls to ensure completeness of inputs

· Manual or programmed agreement of control totals

· Document counts

· One-to-one checking of output to source documents

· Programmed matching of input to an expected input control file
· Procedures over resubmission of rejected controls

Controls to ensure accuracy of inputs

· Programs to check data fields (e.g. value, date) on input transactions for plausibility:

· Digit verification (e.g. reference numbers are as expected) 

· Reasonableness test (e.g. VAT to total value)

· Existence checks (e.g. customer name)

· Character checks (no unexpected characters used in reference)

· Necessary information (no transaction passed with gaps)

· Permitted range (no transaction processed over a certain value)

· Manual scrutiny of output and reconciliation to source

· Agreement of control totals (manual/programmed)

Controls to ensure authorisation of inputs

Manual checks to ensure input was:

· Authorized

· Input by authorized personnel

Controls over processing

· Similar input controls

· Batch reconciliations

· Screen warnings before logging out

Controls over master files and standing data

· One-to-one checking

· Periodical review of master files and standing data

· Record counts

· Controls over deletion of accounts that have no current balance



4.3     Use of systems of internal control by auditors
Auditor’s responsibility relating to internal control
ISA 315 requires an auditor to obtain an understanding of the system of internal control in order:

a) Assess the adequacy of the accounting system as a basis for the preparation of financial statements.

b) Identify the types of potential misstatements that may occur in financial statements.
c) Assess the risk of material misstatement.

d) Design appropriate audit procedures. 
Recording accounting and control systems 
Auditors are required to record a client’s internal control systems even if they are not to be tested.

Methods used in recording include:

· Narrative notes
· Internal control questionnaires
· Internal control evaluation questionnaires
a) Narrative notes are a written description of the system. They show details of what occurs at each stage in the system including any controls which operate at each stage. 
     Advantages

· They are relatively simple to record after discussion with staff members.

· They can facilitate understanding of the system by all audit team members.

· Editing in future years is relatively easy if they are computerized. 
     Disadvantages 
· Notes can become time consuming if the internal control system is complex.
· Difficult to update when manual.

· It may be more difficult to identify any missing internal controls.
b) Flow charts are a diagrammatic illustration of the internal control system. 
     Flowlines show the sequence of events and standard symbols are used to show controls or documents.
     (see example on the sale system). 
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      Advantages 

· It is easy to view the entire system presented in one diagram. 

· Missing controls may be easily identified using standard symbols for controls. 
      Disadvantages
· They are difficult to change as major amendments require the whole flowchart to be redrawn.

· Are most suitable for describing standard systems as procedures for dealing with unusual transactions are normally recorded using narrative notes. 
c) Internal control questionnaires (ICQs)
ICQs are a list of questions for each major transaction cycle and are used to assess whether controls exist. 
	ICQ for the sales system

	Client:                                                                                               Audit period:

	Completed by:                                                                                 Date:               

	Reviewed by:                                                                                   Date:

	Objectives & Questions
	Answer
	Comments

	
	YES
	NO
	NA
	


	Recorded sales are for goods delivered by the entity to existing customers who are credit worthy
	
	
	
	

	a) Is there segregation of duties between processing sales orders, approving credit, recording sales and receiving cash?
	√
	
	
	

	b) Are sales orders prepared by sales staff? 


	√
	
	
	

	c) Are sales orders approved by a responsible official after checking customers’ credit worthiness and credit limits?
	√
	
	
	By Mr Oto, the Finance manager

	d) Are goods despatched using GDNs supported by approved orders and GDNs are authorised after checking  goods.
	√
	
	
	

	e) Is the recording of sales supported by authorized GDNs and approved customer orders?
	√
	
	
	Miss Anna checks supporting documents

	f) Are sales invoices pre-numbered and accounted for?


	√
	
	
	Not accounted for. Additional substantive testing required.

	g) Are credit notes for sales returns properly approved and prepared using goods returned notes.
	√
	
	
	By Mr Oto, the Finance manager

	h) Are monthly statements sent to customers and handled independently of the receivables ledger or receiving cash.
	√
	
	
	


Internal control evaluation questionnaires (ICEQs)

ICEQs are a list of questions for each major transaction cycle and are used to assess the effectiveness of controls in place. They include key questions (or control questions), each supported by detailed related controls (see example).

	ICEQ for purchases (expenditure) system

	Client:                                                                                               Audit period:

	Completed by:                                                                                 Date:               

	Reviewed by:                                                                                   Date:

	Questions
	Answer
	Comments for YES answer

	Can goods be sent by unauthorised suppliers?
	
	

	a) Is segregation of duties satisfactory?

b) Are controls over relevant master files satisfactory? 

c) Is there a record that all goods received have been checked for:

i) Weight or number? 

ii) Quality and damage?

d) Are all goods received taken on charge in the detailed inventory ledgers:

i) By means of the goods received note (GRN)? 

ii) Or by means of purchase invoices? 

iii) Are there, in a computerised system, sensible control totals (hash totals, 

    monetary values etc) to reconcile the inventory system input with the 

      payables system? 

e) Are all invoices initialled to show that:

 i) Receipt of goods has been checked against the goods received records?

ii) Receipt of services has been verified by the person using it?

iii)Quality of goods has been checked against the inspection? 

f) In a computerised invoice approval system are there printouts (examined by a responsible person) of: 

 i) Cases where order, GRN and invoice are present but they are not equal?

ii) Cases where invoices have been input but there is no corresponding GRN? g) Is there adequate control over direct purchases? 
h) Are receiving documents effectively cancelled (for example cross-
    referenced) to prevent them supporting two invoices?
	
	


Advantages of ICQs & ICEQs
· Questionnaires are quick to prepare. 

· If drafted properly, they ensure that all controls are considered and recorded and any missing controls or deficiencies are clearly highlighted by the audit team. 

· Because they are drafted in terms of objectives rather than specific controls, ICEQs are easier to apply to a variety of systems than ICQs.
Disadvantages ICQs & ICEQs
· When drafted vaguely, questions may be misunderstood and important controls not identified.

· May not include unusual controls, which are nevertheless effective in particular circumstances. 
· They can give the impression that all controls are of equal weight. In many systems one 'NO' answer (for example lack of segregation of duties) will cancel out a string of 'YES' answers.
Confirming understanding

In order to confirm their understanding of internal control systems, auditors carry out walk-through tests.
This is where they pick up a transaction and follow it through the system to see whether all controls they anticipate to be in existence were in operation with regard to that transaction.
4.4   Tests of controls

Tests of controls are designed to evaluate the operating effectiveness of controls in preventing, or detecting and correcting, material misstatements at the assertion level. 

a) Tests of controls are performed only if the initial control risk assessment shows that controls operate effectively and a combined approach has been adopted (see diagram below).

b) The auditor performs tests of controls to gather audit evidence about relevant financial statement assertions.
c) The auditor tests that the control:

· Is properly designed

· Exists 

· Has operated throughout the period
d) Tests of controls are performed using a combination of the following procedures:

i) Inspection of documents for evidence of proper operation of controls e.g. authorization of credit sales.
ii) Observation of the entity’s control procedures e.g. observing an inventory count to ensure the counters are following count instructions.

iii) Re-performance of control procedures of the control procedure e.g. reperforming bank reconciliation to verify that it was done properly.
iv) Inquiries about the entity’s controls which leave no audit trail, e.g. determining who actually performs each function, not merely who is supposed to perform it. Inquiries must be combined with other procedures.
e) Substantive procedures are conducted for each material class of transactions, account balance, and disclosure due to the inherent limitations of internal controls.
4.5  Communication of deficiencies in internal control                                                                                                                                                                                                                                                                                                                                                                                                     
ISA 265 Communicating deficiencies in internal control to those charged with governance and management requires the auditor to communicate in writing significant deficiencies to those charged with governance on a timely basis in report to management called a management letter. The report may be given by an external auditor or an internal auditor.
Significant deficiency in internal control is a deficiency or combination of deficiencies in internal control that, in the auditor’s professional judgment, is of sufficient importance to merit the attention of those charged with governance.
Matters that the auditor may consider in determining a significant deficiency include:
a) The likelihood of the deficiencies leading to material misstatements in the financial statements in the future.
b) The susceptibility to loss or fraud of the related asset or liability.
c) The subjectivity and complexity of determining estimated amounts, such as fair value accounting estimates.
d) The financial statement amounts exposed to the deficiencies.
e) The volume of activity that has occurred or could occur in the account balance or class of transactions exposed to the deficiency or deficiencies.
f) The importance of the controls to the financial reporting process, for example controls over the prevention and detection of fraud.

g) The cause and frequency of the exceptions detected as a result of the deficiencies in the controls. 
h) The interaction of the deficiency with other deficiencies in internal control.

The auditor should prepare a management letter to management and those charged with governance showing (in the Appendix): 
· A description of the deficiencies and an explanation of their potential effects

· Recommendations to improve the system.





Appendix (table format)

Credit control
	Deficiency
	Recommendations

	Creditworthiness checks are not performed for new or existing customers when orders are received

There is a possibility of selling goods on credit to customers who may not be credit worthy
	· Credit assessment should be carried out on all new customers before their orders are authorised by the credit controller.

· New orders from existing customers should be approved if they do not make the amount outstanding exceed the credit limit and checking whether the sales invoices that have not been outstanding beyond the credit period 


Read about ISA 260 Communications with those charged with governance
There are six transaction systems: sales, purchases, payroll, inventory, cash and non-current assets. 
4.6
Sales system
Four stages and key documents of the sales system 










Overview of the sales system

Order placed 
a) Segregation of duties (sales/credit control, despatch, invoicing/accounts receivable, payment).
b) Orders are placed by mail, telephone or through a field sales staff to sales and the availability of inventory is checked and the customer notified.

c) Pre-numbered sales orders are prepared by sales and after approval are forwarded to the warehouse/store. 
d) Credit checks are done by the finance or a sales director before authorizing sales orders, opening customer accounts, setting credit limits in the receivables ledger before forwarding the order to warehouse/store.

e) Credit limits are revised regularly by the chief finance officer based on payment history.
f) Sales orders are matched with GDNs to identify pending orders for follow up (or Open order file reviewed).
Despatch of goods 
a) Sales orders are used to pick goods in the warehouse/store.
b) Pre-numbered goods dispatch notes are generated from sales orders and goods picked before dispatch.
c) The supervisor authorizes dispatch after counting goods and matching them with GDNs and sales orders. 
d) GDNs are signed by customers on receiving goods or receipts are marked goods taken.
e) Signed GDNs are sent to customers, sales and finance departments promptly.
Goods invoiced and recorded
a) Pre-numbered sales invoices are generated using GDNs and the price file/list daily.
b) Arithmetical checks are carried out on invoices before they are authorized for processing.

c) GDNs are matched with sales invoices before the invoices are posted in the sales journal, receivables ledger and general ledger.
d) Sales returns, credit notes and discounts are authorized by a senior staff.
e) Monthly reconciliation of the receivables ledger and the receivables ledger control account by independent staff that is reviewed by the finance director.
Payment received
a) Payments are accompanied by remittance advices and recorded in the cash book and receivables ledger.

b) Safety of cash and prompt banking
c) Frequent bank reconciliations by someone independent of trade receivables. 

d) Monthly statements are sent to customers and complaints reviewed by independent staff.
e) Monthly ageing receivables analysis and chasing overdue debts by credit section.
f) Authorized write-off of bad debts by the board of directors.
Risks, control objectives, controls and tests of controls
	Order placed

	Risks
	Control objectives
	Controls
	Tests of controls

	Orders may be accepted when goods are not available
	To ensure that orders are only accepted if goods are available to despatched to customers
	· Sales staff checks the availability of goods on receiving orders or the sales order system is linked to the inventory file and customers are immediately informed.
	· Select a sample of orders received by the sales staff and establish whether goods were in the warehouse when the orders were received and if not, establish if the sales staff informed customers of the waiting time.  

	An order is accepted and goods are despatched to a customer who is not credit worthy
	To ensure goods or services are only sold on credit to customers that exist and with good credit ratings
	· A credit check is performed on all new customers before the order is authorized by the chief finance officer.
· Once accepted, new customers are given credit limits that are reviewed regularly by the chief finance officer.
	· Inspect a sample of new customer accounts to ensure that credit checks/references were obtained before orders were authorized by the chief finance officer.
· For a sample of customer accounts, attempt to process an order that makes a customer balance exceed the credit limit to determine whether the order is rejected.

	An order is not fulfilled or is delayed leading to loss of future business from dissatisfied customers
	To ensure that all goods ordered are despatched
	· Orders are completed using sequentially numbered order forms and GDNs generated from the same information.
· A copy of the GDN should be forwarded to the sales department by the warehouse team after dispatch of goods.

· Sales regularly reviews order forms not matched to GDNs.
	· Using a computer (or manually) test for the numerical sequence to ensure it is complete.
· Review a sample of unfulfilled orders and inquire as to why they remain outstanding.



	Despatch of goods

	Risk
	Control objectives
	Controls
	Tests of controls

	Wrong goods or quantity or damaged goods are despatched
	To ensure that the correct quantity and quality of goods are despatched
	Spot checks should be conducted on goods to be packed to ensure they are in good condition and agree to the sales order.
	Physically inspect a sample of goods packed and vouch them to the GDNs and order form to ensure that the goods packed are accurate.

	Goods are not despached/delivered to the right customer
	To ensure that goods are despatched to the right customer /destination
	On receipt of goods a customer signs the multi-part GDN, a copy is left with the customer and the others returned by the delivery driver (a copy is passed to sales, another to invoicing section and a copy retained in warehouse
	Inspect a sample of GDNs for evidence of the customer’s signature

	Delayed delivery of goods
	To ensure goods are despatched for all orders on a timely basis
	Specified delivery times
A report for pending sales orders should be prepared and orders followed up by a responsible official.
	Compare time on a sample of orders and GDNs to ascertain whether the delays are acceptable.

	Goods invoiced and recorded 

	Risk
	Control objectives
	Controls
	Tests of controls

	Goods despatched are not invoiced or are not invoiced correctly 
	To ensure that all goods despatched are correctly invoiced at authorized prices
	Invoices are sequentially numbered and generated using information on the GDNs
	· Match a sample of GDNs with the corresponding invoices.
· Perform a sequence check on invoices to ensure all invoices are recorded.

· Compare a sample of invoices with the authorized price list and credit terms to ensure they are accurate.

	Invoices are posted to wrong customer accounts
	To ensure invoices are posted to correct customer accounts
	· Periodically review customer accounts for any unpaid amounts

· Statements are sent to customers monthly
	· Review customer corresponding files for complaints or instances of incorrect invoices

	Credit notes are not raised for all goods returned or fictitious credit notes are used to write off  receivables.
	To ensure that all sales and adjustments are correctly journalised, summarised and posted to the correct accounts.
	· Goods returned are inspected and authorised before credit notes are approved by the finance manager. 

	· Select a sample of credit notes and for each inspect relevant goods returned notes and approval by the finance manager. 



	Payment received

	Risk
	Control objectives
	Controls
	Tests of controls

	Money received is misappropriated
	To ensure money received is safeguarded and banked promptly 
	· Segregation of duties between those who maintain the receivables ledger and those who:

· Raise invoices

· Raise credit notes

· Follow up customer queries

· Handle cash

· Cash and cheques are kept securely and banked promptly  
	· Review the procedures in place to ensure segregation of duties.
· Review the procedures for banking cash /cheques

	Customers do not pay on time
	To ensure that overdue receivables are followed up on a timely basis 
	Prepare a monthly aged receivables report and actively pursue old/overdue balances
	Review the aged receivables report and discuss action taken on overdue balances with credit section

	Irrecoverable debts are not written off
	To ensure irrecoverable receivables are identified and written off appropriately
	Monthly aged receivables analysis to identify irrecoverable receivables that are written off by the board of directors
	Read minutes of directors meetings 


Discussion question
It is October 1 2024. You are an audit senior in Divine & Co, preparing the draft audit programs and reviewing the internal controls in the sales system in preparation for the forthcoming interim audit of Happy Fashions Ltd for the year ending 31 December 2024. You received the following information from the sales systems notes provided to the previous auditors and has received more information from interviewing staff.
Customers contact Happy Fashions Ltd by phone or email and inform the sales team which products they require. A member of the sales team completes three copies of a sales order with all customer details manually using the standard product list and ensure we use the correct product codes. A copy of the sales order is forwarded to the customer either by post or scanned and emailed, a copy is sent to the warehouse and another copy retained in sales. For supermarkets, the sales order is sent straight to the dispatch team so that it can be processed quickly, instead of sending it to warehouse manager. Regarding new customers, their details are recorded on sales orders and forwarded to the warehouse manager. 
The warehouse manager receives sales orders throughout the day that are allocated to staff in warehouse. Sales orders are used to pick goods that are packed in boxes. A goods despatch note (GDN) is prepared detailing all the products in the boxes. Goods that are not available are marked on sales orders that are returned to the warehouse manager and a back order is made. The warehouse manager keeps a file of all orders that haven’t been fully despatched and is checked daily. Goods may be delivered the following day or after a few days but customers always get the whole order in the end. At the end of each month, the warehouse manager sits with a staff from sales to go through the outstanding order file and copies of all GDNs to make sure all orders have been captured.

Each day, Edward Times, the finance assistant receives copies of GDNs from the warehouse daily and product and customer details are copied to the invoicing software. The system automatically uses prices from the price file to generate invoices. Each invoice has the customer details, the products despatched and the standard prices. The supermarket chain has special prices which the system automatically applies its own price list which is significantly discounted on other retailer prices. The finance assistant cannot change prices to give special discounts although Katie Escombe, the finance manager with a special login code can. However, any changes made are reviewed by the chief finance officer.
Customers pay by cash, cheque or electronically on the company bank account. Most payments are accompanied by a remittance advice. Where there are missing, the cashier tries to guess what the amount is for by looking at the most recent statement. If we cannot guess, it is just allocated to the oldest invoices. There is no aged receivables analysis for monitoring old debts. The receivables leger accountant just looks out for customers who have not paid in a long time and give them a call when I have chance. Bank reconciliations are performed on a weekly basis by the accounts team and monthly by the internal audit department.
Required: 
In respect of the internal controls in the sales system of Happy Fashions Ltd:

a) Identify and explain THREE direct control within the sales system, and

Describe TESTS OF CONTROLS the external auditors should perform to assess if each of these control is operating effectively.
b) Identify and explain THREE deficiencies, and

Recommend a control to address each of these deficiencies.
Solution 
a) Direct controls and tests of controls
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b) Control deficiencies and recommendations
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4.7
Purchases system

Four stages and key documents of the purchases system 











Overview of the purchases system
Purchases system flowchart
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Order stage
a) Segregation of duties (purchases, receiving goods, invoicing/recording, payment).
b) Reorder levels are maintained for all inventory items and are reviewed based on sales forecasts.

c) When the inventory reaches the reorder level, a purchase requisition is prepared by the department manager and forwarded to the purchases department.
d) The best suppliers are selected through appropriate methods and authorized by the board of directors.
e) The purchases department prepares purchase orders (POs) that are sent to authorized suppliers and copies sent to goods receiving and accounts payable sections.
f) Follow up POs using goods received notes (GRNs) to confirm that goods ordered have been received.
Goods received
a) The quantity and quality of goods received in the warehouse are agreed to a copy of the PO and the supplier delivery note (SDNs).
b) Sequentially numbered GRNs are prepared for goods received and the delivery notes signed.
c) Original GRNs are forwarded to accounts payable and a copy sent to purchases to close pending POs and users informed of the arrival of goods.
d) Goods are recorded in inventory records.
Goods invoiced and recorded
a) Finance receives GRNs from warehouse daily, are filed in sequence order number till invoices are received.
b) Invoices are approved by purchases and user departments.
c) Invoices are agreed to GRNs by payables ledger section as to quantity, prices and are numbered and coded.
d) Invoices are authorized by the finance manager before they are recorded in the payable and general ledgers by the payables ledger accountant.
e) Invoices and GRNs are stapled together and kept pending payments.
f) Goods returned notes are prepared and credit notes received from suppliers.
g) Monthly supplier statement reconciliations with the payables ledger accounts are done by payables ledger accountant, reviewed by the finance manager and changes made authorised by the chief finance officer.
h) Monthly reconciliations of the payables ledger and the payables ledger control account is done.
Payment made
a) Pending invoices with GDNs are paid on due dates monthly.
b) A bank transfer payment list showing invoices and amounts is prepared.
c) The chief finance officer agrees the amounts to supporting invoices, GRNs, SDNs and POs, reviews it for any duplicate payments before authorizing payment.

d) Invoices are stamped paid to prevent double payments.

Risks, control objectives, controls and tests of controls
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Discussion question
You are an audit supervisor of Halleluya & Co and you are reviewing the purchases and payables system of Amazing Grace Co in preparation for the interim and final audit for the year ending 31 December 2024. The company is a retailer of shoes and has ten shops and a central warehouse, which holds the majority of the company’s inventory. 
Store managers are responsible for ordering shoes for their shops. It is not currently possible for store managers to request shoes from any of the other nine shops. Customers who wish to order shoes which are not in stock at the branch visited, are told to contact the other shops directly or visit the company website. As the inventory levels fall in a shop, the store manager raises a purchase requisition form, which is sent to the central warehouse. If there is insufficient inventory held, a supplier requisition form is completed and sent to the purchase order clerk, Danze, for processing. He sends any orders above Shs 10 million for authorisation from the purchasing manager.

Receipts of goods from suppliers are processed by the warehouse team, who agree the delivery to the purchase order, checking quantity and quality of goods and complete a sequentially numbered goods received note (GRN). The GRNs are sent to the accounts department every two weeks for processing.

On receipt of the purchase invoice from the supplier, an accounts clerk matches it to the GRN. The invoice is then sent to the purchase ordering clerk, Danze, who processes it for payment. The finance manager is given the total amount of the payments list, which she authorises and then processes the bank payments. Due to staff shortages in the accounts department, supplier statement reconciliations are no longer performed.

Required:

In respect of the purchases and payables system for Amazing Grace Co:

a) Identify and explain FIVE deficiencies.

b) Recommend a control to address each of these deficiencies; and

c) Describe a TEST OF CONTROL the auditor should perform to assess if each of these controls, if implemented, is operating effectively to reduce the identified deficiency.
Note: Prepare your answer using three columns headed Control deficiency, Control recommendation, and Test of control respectively. The total marks will be split equally between each part.
Solution 

Control deficiencies, control recommendations and tests of controls
	Control deficiency
	Control recommendation
	Test of control

	It is not possible for a shop to order goods from other shops for customers who request them. Instead, customers are told to contact the other shops or use the company website.

Customers are less likely to contact individual shops themselves and this could result in the company losing sales.

In addition, some goods which are slow moving in one store may be out of stock at another; if goods could be transferred between stores, then overall sales may be maximised.
	An inter-branch transfer system should be established between shops, with inter-branch inventory forms being completed for shop transfers.

This should help shops whose inventory levels are low but are awaiting their deliveries from the suppliers.


	During the interim audit, arrange to visit a number of the shops, discuss with the store manager the process for ordering of inventory items, in particular whether it is possible to order from other branches.

At each shop, inspect a sample of completed inter-branch inventory forms for confirmation that the control is operating.

	Purchase orders below Shs 10 are not authorised and are processed solely by the purchase order clerk who is also responsible for processing invoices.

This could result in non-business related purchases and there is an increased fraud risk as the clerk could place orders for personal goods up to the value of Shs 10m, which is significant.
	All purchase orders should be authorised by a responsible official.

Authorised signatories should be established with varying levels of purchase order authorisation.


	Select a sample of purchase orders and review for evidence of authorisation, agree this to the appropriate signature on the approved signatories list.

	Goods received notes (GRNs) are sent to the accounts department every two weeks.

This could result in delays in suppliers being paid as the purchase invoices could not be agreed to a GRN and also recorded liabilities being understated.

Additionally, any prompt payment discounts offered by suppliers may be missed due to delayed payments.
	A copy of the GRNs should be sent to the accounts department on a more regular basis, such as daily. The accounts department should undertake a sequence check of the GRNs to ensure none are missing for processing.


	Enquire of the accounts clerk as to the frequency of when GRNs are received to assess if they are being sent promptly.

Undertake a sequence check of GRNs held by the accounts department, discuss any missing items with the accounts clerk.

	GRNs are only sent to the accounts

department. Failing to send a copy to

the ordering department could result in

a significant level of unfulfilled orders

leading to a loss of sales and stock-outs.


	The GRN should be created in three parts and a copy of the GRN should be sent to the purchase order clerk, Amazing Grace Co, who should agree this to the order and change the order status to complete. On a regular basis, a review should be undertaken for all unfulfilled orders and these should be followed up with the relevant suppliers. 
	Review the file of copy GRNs held by the purchase ordering clerk, Amazing Grace Co, and review for evidence that these are matched to orders and flagged as complete.

Review the file of unfulfilled purchase orders for any overdue items and discuss their status with Amazing Grace Co.

	The purchase ordering clerk, Amazing Grace Co, has responsibility for ordering goods below Shs 10m and for processing all purchase invoices for payment. There is a lack of segregation of duties and this increases the risk of fraud and non-business related purchases being made.
	The roles of purchase ordering and processing of the related supplier invoices should be allocated to separate members of staff.


	Observe which member of staff undertakes the processing of purchase invoices and confirm this is not the purchase ordering clerk, Amazing Grace Co. Inspect a copy of the company’s organisation chart to identify if these tasks have now been allocated to different roles.

	The finance director authorises the bank transfer payment list for suppliers; however, she only views the total amount of payments to be made.

Without looking at the detail of the payments list, as well as supporting documentation, there is a risk that suppliers could be being paid an incorrect amount, or that sums are being paid to fictitious suppliers.


	The finance director should review the whole payments list prior to authorising.

As part of this, she should agree the amounts to be paid to supporting documentation, as well as reviewing the supplier names to identify any duplicates or any unfamiliar names. She should evidence her review by signing the bank transfer list.
	Review the payments list for evidence of review by the finance director. Enquire of accounts staff what supporting documentation the finance director requests when undertaking this review.

	Supplier statement reconciliations are no longer performed. This may result in errors in the recording of purchases and payables not being identified in a timely manner.
	Supplier statement reconciliations should be performed on a monthly basis for all suppliers and these should be reviewed by a responsible official.


	Review the file of reconciliations to ensure that they are being performed on a regular basis and that they have been reviewed by a responsible official. Re-perform a sample of the reconciliations to ensure that they have been carried out appropriately.


4.8
Payroll system

The payroll system has two main areas (with different staff in a big entity):
· Human resource (HR) that includes staff appointment, removal, appraisal and notifications of salary changes.  

· Payroll processing that includes the monthly payroll processing.

Three stages and key documents of the payroll system 








Overview of the payroll system

Work recorded
a) Segregation of duties between HR and payroll processing. 
b) Authorisation procedures for hiring, terminating, time worked, wage rates, overtime, benefits etc. 

c) Time worked is recorded using biometric machines/clock cards/time sheets which is supervised.
d) Overtime claim forms are reviewed by supervisors and authorized by senior managers.
Recognition of payroll liability
a) Time recorded by clock cards and biometric cards is automatically transferred to the payroll system. 

b) Payroll change forms with employee numbers are completed by HR to authorize the payroll department to add joiners on the payroll.
c) A report of changes to the payroll standing data is produced and reviewed by the payroll manager monthly to identify any unauthorized amendments.
d) A payroll supervisor recalculates gross pay and net pay of a sample of employees and compares the amounts with the payroll figures to check the accuracy of the payroll system.
e) Monthly payroll reconciliations are performed and variances reviewed by the payroll manager.
f) Payroll expenses and liabilities are recorded in the cashbook and general ledger.

Payments made
a) The payroll manager and the chief finance officer review the bank transfer lists before authorizing payments.
b) Pay packets are prepared by two people, one preparing and another checking the pay packets and both signing the packets.
c) Cash for cash payouts (if any) should be kept safely.

Risks, control objectives, controls and tests of controls
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Discussion question
Roofings Co operates a factory and the company’s year-end is 30 June 2024. You are an audit manager of Good & Co, the auditor of Roofings Co. The interim audit has been completed and you are reviewing the company’s payroll system.
Roofings Co employs over 250 people and approximately 70% of the employees work in the factory. There are two shifts every day with employees working eight hours each. The production employees are paid weekly in cash. The remaining 30% of employees work at the head office in non-production roles and are paid monthly by bank transfer.
The company has a human resources (HR) department, responsible for adding all new joiners. Pre-printed forms are completed by HR for all new employees and, once verified, a copy is sent to the payroll department for the employee to be added for payment. This form includes the staff member’s employee number and payroll cannot add new joiners without this information. To encourage staff to attend work on time for all shifts, Roofings Co introduced a discretionary bonus, paid every three months, for production staff. The production supervisors determine the amounts to be paid and notify the payroll department. This quarterly bonus is entered into the system by a clerk and each entry is checked by a senior clerk for input errors prior to processing. The senior clerk signs the bonus listing as evidence of undertaking this review.
Production employees are issued with clock cards and are required to swipe their cards at the beginning and end of their shift. This process is supervised by security staff 24 hours a day. Each card identifies the employee number and links into the hours worked report produced by the payroll system, which automatically calculates the gross and net pay along with relevant deductions. These calculations are not checked.
On a quarterly basis, exception reports relating to changes to the payroll standing data are produced and reviewed by the payroll director. No overtime is worked by employees. Employees are entitled to take 28 holiday days annually. Holiday request forms are required to be completed and authorised by relevant line managers, however, this does not always occur.
On a monthly basis, for employees paid by bank transfer, the senior payroll manager reviews the list of bank payments and agrees this to the payroll records prior to authorising the payment. If any errors are noted, the payroll senior manager amends the records.
For production employees paid in cash, the necessary amount of cash is delivered weekly from the bank by a security company. Two members of the payroll department produce the pay packets, one is responsible for preparing them and the other checks the finished pay packets. Both members of staff are required to sign the weekly payroll listing on completion of this task. The pay packets are then delivered to the production supervisors, who distribute them to employees at the end of the employees’ shift, as they know each member of their production team.
Monthly management accounts are produced which detail variances between budgeted amounts and actual. Revenue and key production costs are detailed, however, as there are no overtime costs, wages and salaries are not analysed.

Required:

a) In respect of the payroll system for Roofing Co:

i) Identify and explain FIVE KEY CONTROLS which the auditor may seek to place reliance on; and

ii) Describe a TEST OF CONTROL the auditor should perform to assess if each of these key controls is operating effectively. Prepare your answer using two columns headed Key control and Test of control respectively. 











b) Identify and explain FIVE DEFICIENCIES in Roofing Co’s payroll system and provide a recommendation to address each of these deficiencies. Prepare your answer using two columns headed Control deficiency and Control recommendation respectively. 







Solution 

Key controls and tests of control

	Key control
	Test of control

	Roofings Co has a separate human resources (HR)

department which is responsible for adding all new

employees.

Having a segregation of roles between human 

Resources and payroll departments reduces the risk of fictitious employees being added and paid.
	Review the job descriptions of payroll and HR to confirm the split of responsibilities with regards to adding new joiners.

Discuss with members of the payroll department the process for adding new joiners and for confirmation that the process is initiated by HR.

	Pre-printed forms are completed by HR for all new

employees, and includes assignment of a unique employee number, and once verified, a copy is sent to the payroll department. Payroll is unable to add new joiners without information from these forms.
The use of pre-printed forms ensures that all relevant information, such as tax IDs, is obtained about employees prior to being set added. This minimises the risk of incorrect wage and tax payments. In addition, as payroll is unable to add new joiners without the forms and employee number, it reduces the risk of fictitious employees being added by 
payroll.
	Select a sample of new employees added to the payroll during the year, review the joiner forms for evidence of completion of all parts and that the information was verified as accurate and was received by payroll prior to being added to the system.
Select a sample of edit reports for changes to payroll during the year; agree a sample of new employees added to payroll to the joiners forms.

	The quarterly production bonus is input by a clerk into the payroll system, each entry is checked by a senior clerk for input errors prior to processing, and they evidence their review via signature.

This reduces the risk of input errors resulting in over/underpayment of the bonus to employees.
	Attending Roofings Co at the time of bonus processing, observe the clerk inputting and senior clerk checking the bonus payments into the payroll system.
In addition, obtain listings of quarterly bonus payments and review for evidence of signature by the senior clerk who checks for input errors.

	Production employees are issued with clock cards and are required to swipe their cards at the beginning and end of their shift, this process is supervised by security staff daily.
This ensures that genuine employees are only paid for the work actually done, and reduces the risk of employees being paid but not completing their eight-hour shift. In addition, due to the supervision it is unlikely that one employee could swipe in others.
	Observe the use of clock cards by employees when entering the factory.
Confirm the security team is supervising the process and following up on discrepancies through discussions with the security staff.

	The clock card information identifies the employee number and links into the hours worked report produced by the payroll system.
As the hours worked are automatically transferred into the payroll system, this reduces the risk of input errors in entering hours to be paid in calculating payroll, ensuring that employees are paid the correct amount.
	Utilise test data procedures to input dummy clock card information, verify this has been updated into the payroll system.

	On a quarterly basis, exception reports of changes to payroll standing data are produced and reviewed by the payroll director.

This ensures that any unauthorised amendments to standing data are identified and resolved on a timely basis.
	Select a sample of quarterly exception reports and review for evidence of review and follow up of any unexpected changes by the payroll director.

	For production employees paid in cash, cash is Received weekly from the bank by a security company.
It is likely the sum of money required to pay over 175 employees would be considerable. It is important that cash is adequately safeguarded to reduce the risk of misappropriation.
	Enquire of payroll clerks how cash is delivered to Roofings Co for weekly pay packets.

Review a sample of invoices from the security company to Roofings Co for delivery of cash.

	The pay packets are prepared by two members of staff with one preparing and one checking the pay packets and this is evidenced by each staff member signing the weekly listing.
This ensures there is segregation of duties which prevents fraud and errors not being identified.
	Observe the preparation of the pay packets ensuring that two members of staff are involved and that pay packets are checked for accuracy.

For a sample of weeks throughout the year, inspect the weekly payroll listing for evidence of signature by the two members of staff involved in the preparation of the pay packets.


Order form





Order placed





Goods dispatch note (GDN)





2) Despatch of goods





Invoice





3) Goods invoiced and recorded





Remittance advice





4) Payment received





Purchase requisition 


Purchase order 





Order stage





Goods received note (GRN)





2) Goods received





Invoice





3) Goods invoiced and recorded





Remittance advice





4) Payment made





 Timesheets





Work recorded





Payroll records





2) Recognition of payroll liability





3) Payments made





Pay slips








                                                                                                 33                     MUBS Audit & Assurance notes 2024 by JKB


